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Welcome to the BMO Developer Portal

You now have access to BMO’s growing list of Open Banking APIs. You can use them to access your account information, current

balances and transaction history in real-time and integrate them with your company’s in-house systems.

Need help?

For quick answers and step-by-step instructions, have a look in the FAQ section of our Help Centre.

For detailed technical API documentation, visit Our APIs.

Can’t find what you’re looking for? Don't hesitate to contact us.
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https://developer.bmo.com/api/commercial/faq
https://developer.bmo.com/api/commercial/product
https://developer.bmo.com/api/commercial/contact-us

How to develop your application with the
BMO Developer Portal

We'll explore 5 recommended steps to help you move from initial setup through development and testing to getting ready to

launch. Let’s begin.

1 - Invite your team

Before we begin, let’s invite the rest of your development team to join you on the BMO Developer Portal. Here's how:
Step 1 Sign in to the BMO Developer Portal with your organization account.

Step 2 In the top-right corner, click on your username and select My Organization.

Step 3  On the right-hand side, select Add New User.

Step 4 Enter your teammate’s email, pick their role and select Add.

Success! Your teammate has been invited and should receive a welcome email soon.

2 - Browse our APIs

If you haven’t done so already, have a look around our API library to find the ones you want to use for your new application.
Each API comes with detailed technical documentation to help your development.

Note: The Authorize API securely connects your application to our servers. It's required for any API you choose. We'll help you
set it up in 4 - Get API access for your application below.

3 - Register your new application

Before starting development, we recommend registering your new application. This will make it easier to test it in our
sandbox and share credentials with your team. Here’s how you register your application:

Step 1 Signin to the BMO Developer Portal with your organization or developer account.
Step 2 Click the Sandbox tab and choose My Apps.
Step 3 Under “Add and Manage Applications”, select Register New App.

Step 4 Enter an App Name, App Description and Endpoint URI.

Note: While Endpoint URI is optional at this stage, you'll need it for integration testing later.

Step 5 Select Save.
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Success! You've registered your new application. It's now listed under “My Apps” along with its API Key.

API Keys identify which application is making a call to our system while you're testing outside of the Developer Portal. The
“My Apps” page will also display a Client ID and Client Secret that can be used with any registered application and are

required to generate an OAuth 2.0 access token when authorizing an application to access bank accounts.

4 - Get API access for your application

Our APIs use the OAUTH 2.0 framework to allow access to accounts and other banking information. That means our APIs use a

client-credentials approach with separate authorization codes and access tokens. Here’s how:

Step 1

Step 2

Get your authorization code
Your application must first request an authorization code from the Authorization service
(GET /oauth20/authorize) using a URL with the following structure:

oauth20/authorize?response_type=codeé&client_id=[Your client_id issued to you during app
registration]&redirect_uri=[The redirect_uri you registered during app registration]&state=[The state value
you create and will verify].

You can find credentials such as Client ID, Client Secret and API Key for registered applications on the “My Apps”
page.

The response will include an authorization code which can then be used to request an access token.

Get your access token

To get your access token, call our Token endpoint (POST /oauth20/token) and pass the authorization code from the
previous call. The issued access token will expire based on the timeframe your organization has provided consent
for.

You can call our APIs by passing this token in the Authorization header. You also get a refresh token that can be
used to get a new access token in case the original one expires.

When testing in our sandbox, the same access token can be used for multiple applications. In the Production
environment, each registered application will need to have their own unique access token.

For more details, have a look at our technical documentation for the Authorize API.

For general information about the OAUTH 2.0 framework, visit https://oauth.net/2/.

Testing only - Use a sandbox token

For API testing within our sandbox, you can use the above process to get your access token or you can quickly
generate one in our BMO Developer Portal. Here’s how:
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Sign in to the BMO Developer Portal with your organization or developer account.

Click the Sandbox tab and choose Sandbox.

At the top of the page, expand Generate an Access Token.
Click the Generate Access Token button.

(lick Continue.

Select Sign In.

Choose Allow.

Success! You've generated your access token. You can use it to test within our sandbox on our site or to access our
dummy data from your own test environment. You can re-generate sandbox tokens as required and the same token
can be used by multiple applications.

Outside of our sandbox, your application will need to follow the full authorization code and access token flow

above.

5 - Develop & test your application in our sandbox

You can safely experiment with our APIs and test your application in our sandbox. We offer two options to access our dummy

data:

1.
2.

In the Sandbox section on our BMO Developer Portal site; or
Directly in your code and testing environment.

TESTING ON OUR BMO DEVELOPER PORTAL

The built-in Sandbox environment on our site is a great way to familiarize yourself with our APIs and an ideal starting point
for your own code. Here’s how you access it:

1.

2.

Sign in to the BMO Developer Portal.

Click the sandbox tab and choose Sandbox.

If you haven't done so already, generate an access token.
Choose the API you want to test.

Enter Header Parameters and Query Parameters.

Once you're ready, select Call Operation.

Success! You've submitted your test call. You can see the production-like response on the right-hand side.

© 2021 BMO Developer Portal BMO Developer Portal Getting Started Guide 5



Want to get a head start on your own code?

Explore the “API Example” tab on the right for sample requests and responses in multiple coding languages including cURL,
Ruby, Python, PHP, Java, Node, Go and Swift. Simply build your scenario by defining the different parameters and then copy
the formatted request into your code to execute the call.

Need help?

Each API has detailed technical documentation to help you understand the different definitions of the parameters and

responses you can expect. Responses for each API call are available in both table and JSON formats.

Choose your API

API Category
Account Information

APl Name

FDX Account APT

API Operation
Search for accounts

VIEW DOCUMENTATION

~ Header Parameters

~ Query Parameters

accountids
stariTime
endTime
result Type
offset

lirnit

CALL OPERATION

© 2021 BMO Developer Portal

API| Example

Request

cURL Ruby Python PHP Java Node Go Swift

curl -request GET % @

—url 'https:/fapi-dev.bmogc_net/open-banking/commercial-sb/accounts?
accountlds=REPLACE_THIS_VALUE&startTime=REPLACE_THIS_VALUE&endTime=REPLACE_THIS_VA
LUE&resultType=lightweight&offset=REPLACE_THIS_VALUE&limit=REPLACE_THIS_VALUE \

--header ‘accept: application/json' \

—header ‘authorization: REPLACE_THIS_VALUE'\

--header "x-api-key: REPLACE_THIS_VALUE'

Response @

xLOFFset™: "2",
"previoffset”

"totalElenents™: 3
b
"Links": {
"next™: {
"href®: "fexamplefaccounts/ 123457,
"action”: "DELETE",
"typesT: [
"application/jsen”
1
b
nprev=: {
“"href": " fexanple/accounts /123457,
"action™: "DELETE",
"typesT: [
"application/jsen”
1
}
b
"accounts™: |
il
"loanAccount™: {

"accountId

“accountType™:
e

“deseription”: "38 Vear Mortgage®,
"nickName™

My Home Mortgage”,
"currency™: "USD",
"InterestRate”: 4,

"loanTern™: @,

" totalhunberofPayments”: @
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TESTING IN YOUR OWN CODE

Our sandbox environment also provides a framework for application integration testing. In order to perform true integration

testing, there are a few prerequisites:

Your application is registered (see 2 - Browse our APIs).

You have your app credentials (found on the My Apps page).

Your registered test application has a test environment redirect URI (see 2 - Browse our APISs).
Your test application can drive the OAuth flow and call test APIs.

Client developers have some background knowledge of OAuth 2.0 methods. For a refresher, visit:
https://oauth.net/2/

Next, start the following test flow:

Let the browser of your test application make a call to the sandbox /authorize endpoint with scope values of:
‘scope=openid%20ReadBalances%20ReadAccountsBasic%20Read TransactionsBasic’

You'll see a demo sign in page with pre-populated User ID and Password. Select Sign In.

0n the mock consent page, click OK.

The test system will return an Authentication Code and Redirect URL. The browser will redirect the call to
the given redirect URL you specified when registering your test application.

Your test application will then call the /token endpoint with an API Key, Client ID, Client Secret and
Authorization Code to get the Access Token and Refresh Token.

Success! Your registered test application can now use the Access Token and API Key to make subsequent API calls.

Your test application is expected to store the API Key, Client ID, Client Secret, Access Token and Refresh Token for use in the
various calls. Be mindful of the lifespan of the different token types issued in this flow.
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Function API Call Required Information

(see Swagger for more details)
Get Account List /accounts x-api-key

authorization (access token)
Get Account /accounts/{accountid} x-api-key

authorization (access token)
accountld

Get Account

/accounts/{accountld}/transa

x-api-key

Transactions ctions authorization (access token)
accountld

OAuth - authorize /authorize client_id
redirect_uri
state, scope
response_type

OAuth — get access | /token grant_type

token

Get Transaction /accounts/transaction- N/A

Images Accounts images-accounts

Post Transaction /accounts/{accountld}/transa | accountld

Images ction-images/get

Get Image index accounts/{accountld}/transa | accountld

Transaction Image | ction-images/{imageld} imageld

Post Encryption lissued-device- x-fapi-financial-id

Key administration/client-data- x-request-id

encryption-key/get X-app-cat-id

body

Post Account /accounts/validate/get X-crypto-key

Validation x-api-key

authorization (access token)

© 2021 BMO Developer Portal
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A closer look at our APIs

To help you get started, let’s have a look at our common API calls.

Account Information APIs

Using the Access Token generated from the Sandbox tab and the API Key found in My Apps, we'll create some sample Account

Information API calls.

Here are the available operations in the Account Information APIs:

GET faccounts Search for accounts
GET faccounts/{accountld} Get an account
GET faccounts/{accountld}/transactions Search for account transactions

Account Information - Search for Accounts
Let’s start by sending a request to get a list of all accounts:
1. Call the GET /accounts operation.
2. Include the Access Token and API Key in the headers. All other parameters are optional.

Success! The API will return all entitled accounts with balances for the user. The client application must remember the
returned accountld in order to use it in subsequent calls such as /SearchforAccountTransactions.

Sample request in cURL:

curl —request GET \

—url https://sandbox-open-api.bmo.com/open-banking/commercial-sb/accounts

—header 'authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5¢cCI6IkpXVClsimtpZClI6Im9wZW5hcGktandOLWtleS1wdWJsaWMifQ.eyJpZC10eXBI
ljoiTOXCQIilsInVzzXItaWQIiOilIMDAzMDAzN19TaXZhRUZUMylsImp0aSI61kJ6SzNrT1BULTQxV29qUWFXWH
g4cilsInN1Yil6ljluwMDMwMDM3X1NpdmFFRIQzQEIMQKIILCIpYXQiOjE2MDAOOTQyMjcsimV4cCI6MTYwM
DQ5NTQyYNywic2NveGUIiOidveGVuaWQgUmVhZEJhbGFuY2VzIFIIYWRBY 2NvdW50c0Jhc2ljIFIlYWRUcmFu
c2FjdGIvbnNCY XNpYylsimizcyl6lmhOdHBzOi8vb3BIbilhcGkuYm1vLmNvbSIsiImF1ZCI6ImRmYjdkYzkxLWYO0Z

DgtNGU30S04Y2Q3LTgwZmlyZWQ5MzcOMSJI9.LLWgFdojsoc556i_LIDjlgWMx3hzRLBsjMCMvTgEOHMLyk8
KBpz13COWU2lIWNn5cEVeJdxzuK_AySF1E2wA4G-
Mt1zZDLWMf9u079NJIsnmd_rrJmbsd30iYn5sH40r2Weqc5VTlyITFpxyYagh5kAMikfzFvdgJv2cHHYpBMNMQq
QVQfwRI4an9K_Alj9C8kKZ3ghOj4CSMPKPIllQDKg8u69QASpKkGaMNuycpC6LgKOMKFKLAWWIKIENOB;jIm-
nb9-SoMx9UeXxzbMivYb_4zziHUfRxJzx8JXuF3entXqq5ls3mWelVuDxoUOkpwet-5pMfdoR5152fr8elUKBQ' \
—header 'content-type: application/json' \

-header 'x-api-key: 82d5a1d3-75d9-4235-892a-51e8e06a41d1'
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Sample response in cURL:

{

"accounts": [
{
"depositAccount”: {
"accountld": "8398198bd29c0c35bd0c1c0c5e65achd79861e32",
"nickName": "Account 2",
"currentBalance": 332.22,
"nickname": "My Checking Acc XXXX4443",
"balanceAsOf": "2017-11-05T13:15:30.751Z",

"accountNumber": "7300166421",
"status": "OPEN"

”page”: {
"total": 1
}
}

Account Information - Get an Account

Now, let’s look at the “Get an account” operation. Using the accountld from the “Search for Accounts” operation, this API

returns detailed account information.

1. Call the GET /accounts/{accountld} operation and use the accountld received in the response to your prior

/searchForAccounts call.

Note: As an added level of security, accountld is different from your account number and will only be
available for accounts that have been entitled as part of the OAuth 2.0 flow.

2. Include your Access Token and API Key in the headers.

Success! The API will return detailed account information, including account number, current balance, balance date, status and

account nickname.
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Sample request in cURL:

url --request GET \

--url https://sandbox-open-api.omo.com/open-banking/commercial-
sb/accounts/8398198bd29c0c35bd0clcOc5e65achd79861e32 \
--header 'accept: application/json' \

--header ‘authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5cClI6IkpXVClsimtpZCl6Im9wZW5hcGktandOLWtleS1wdWJsaWMifQ.eyJpZC10eXBlljoiTOxC
QilsInVzzZX1taWQiOil1IMDAzMDAzN19TaXZhRUZUMyIsImp0aSI61kJ6SzNrT1BULTQxV29qUWFXWHg4cilsInN1Yil6lju
WMDMwWMDM3X1NpdmFFRIQzQE9IMQKIILCIpYXQIOjE2MDAOOTQyMjcsimV4cCIEMTYwWMDQ5NTQyYNywic2NveGUIO
iJveGVuaWwQgUmVhZEJhbGFuY2VzIFJIYWRBY2NvdW50c0Jhc2ljIFIIYWRUcmFuc2FjdGIvbnNCY XNpYylsimlzcyl6Im
hOdHBzOi8vb3BIbilhcGkuYm1vLmNvbSIsImF1ZCI6ImRmYjdkYzkxLWY0ZDgtNGU30S04Y2Q3LTgwZmlyZWQ5MzcO
MSJ9.LLWgFdojsoc556i_L9DjlgWMx3hzRLBsjMCMvTgEOHMLYk8KBpz13COWU2liIWNNn5cEVeJdxzuK_AySF1E2wA4G-
Mt1zZDLWMf9u079NJIsnmd_rrJmbsd30iYn5sH40r2Weqc5VTIyITFpxyYagh5kAMikfzFvdgdv2cHHYpBMNMQgQVQfwR
14an9K_Alj9C8kKZ3ghOj4CSMPKPIillQDK8u69QASpKkGIMNUycpC6LGKOMKFKLAWWIKIENOBjIm-nb9-
SoMx9UeXxzbMivYb_4zziHUfRxJzx8JIXuF3entXqgq5Is3mWelVuDxoUOkpwet-5pMfdoR5152fr8elUKBQ' \

--header 'content-type: application/json’ \

--header 'x-api-key: 8d5c4ad6-765d-4d1a-9dad-3b4d778bfl4c

Sample response in cURL:

{

"depositAccount": {
"accountld": "8398198bd29c0c35bd0c1cOc5e65achd79861e32"
"nickName": "Account 2",
"currentBalance": 332.22,
"nickname": "My Checking Acc XXXX4443",

"balanceAsOf": "2017-11-05T13:15:30.7517",
"accountNumber": "7300166421",
"status": "OPEN"

© 2021 BMO Developer Portal BMO Developer Portal Getting Started Guide
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Account Information - Search for Account Transactions

Finally, let’s look at the “Search for Account Transactions” operation. This operation returns the transaction history for an
account including transaction types, amounts, descriptions, memos and other transaction details.

1. Call the GET /accounts/{accountld}/transactions operation.

2. Include your Access Token, API Key and a list of accountld to fetch the transactions histories for the
selected accounts.

3. Use pagination for accounts with many transactions in a given data range (e.g. >50).
Note: Without pagination, the maximum return for this call is 200 transactions per response.

Success! The API will return a list of transactions for each account. Look at the offset in the response for pagination
indications. Granular transaction type details are captured as a custom attribute in the response. High-level transaction type
details will be captured as “TransactionType” in the response.

Sample request in cURL:

curl --request GET \
--url https://sandbox-open-api.bmo.com/open-banking/commercial-
sb/accounts/8398198bd29c0c35bd0c1cOc5e65achd79861e32/transactions \

--header 'accept: application/json’ \

--header ‘authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5¢CI6IkpXVClsimtpZClI6Im9wZW5hcGktandOLWtleS1wdWJsaWMifQ.eyJpZC10eXBlI
joiTOXCQIilsInVzZXItaWQIiOilLMDAzMDAzN19TaXZhRUZUMyIlsimp0aSI61kJ6SzNrT1BULTQxV29qUWFXWHg4
cilsInN1Yil61jUwMDMwMDM3X1NpdmFFRIQzQE9IMQKIILCIpY XQiIOJE2MDAOOTQyMjcsimV4cCIBMTYwWMDQ5
NTQyNywic2NvcGUiOiJveGVuaWQgUmVhZEJhbGFuY2VzIFJIYWRBY2NvdW50c0Jhc2ljIFIIYWRUcmFuc2Fjd
GIvbnNCYXNpYylsimlzcyl6Imh0dHBzOi8vb3BIbilhcGkuYmlvLmNvbSIsImF1ZClI6ImRmYjdkYzkxLWYO0ZDgtN
GU30S04Y2Q3LTgwZmlyZWQ5MzcOMSJ9.LLWgFdojsoc556i_LIDjlgWMx3hzRLBSjMCMvTgEOHMLYyk8KBpz1
3COWU2IIWNn5cEVeJdxzuK_AySF1E2w4G-
Mt1zZDLWMfOu079NJIsnmd_rrJmbsd30iYn5sH40r2Weqc5VTIlylTFpxyYaghS5kAMikfzFvdgJv2cHHYpBmMNMQq
QVQfwRI4an9K_Alj9C8kKZ3ghOj4CSMPKPIllQDKg8u69QASpKkGGMNuycpCELgKOMKFKLAWWIKIENOB;jIm-
nb9-SoMx9UeXxzbMivYb_4zziHUfRxJzx8JIXuF3entXqq5ls3mWelVuDxoUOkpwet-5pMfdoR5152fr8elUKBQ' \

--header 'content-type: application/json' \

--header 'x-api-key: 8d5c4ad6-765d-4d1a-9da4-3b4d778bfl4c
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Sample response in cURL:

{

“transactions™: [
{

"depositTransaction™: {
"amount™ "6113.53",
"description”: "WEB SALESFORCE.COM SERVICE 1584351",
"memo”: "1584351",
"fiAttributes™: [

{
"name": "transactionType",

"value": "ACH Disbursement Funding Debit"

"pending”,

L1

"valueDate",

"20200615"

"transactionld": "c439a13f-97e9-400e-8308-5d7 422df 1fde12",
"transactionTimestamp”: "12:00:00.000",

"payee”: "",

"reference"”: "02602696234179644302",

"accountld": "8398198bd29c0c35bd0c1c0c5e65achd79861e32",
"debitCreditMemo”: "DEBIT",

"referencetransactionld”: null,

"category”: "MCC",

"subcategory”: "",

"postedTimestamp™: "20200603"

"page":{
"total": 1

}

}
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Authorize APIs

Let’s look at working with the Authorize APIs. As noted earlier, all our APIs use the OAUTH 2.0 framework to allow access to
accounts and other banking information. That means that our APIs use a client-credentials approach with separate authorization

codes and access tokens.

There are two principal operations available in this category:

GET /oauth20/authorize Retrieve authorization code

POST /oauth20/token Request Access Tokens

Authorize - Retrieve Authorization Code
Let’s start by requesting an authorization code.
1. Call the GET /oauth20/authorize operation.

2. Include the client_id, redirect_uri, state, scope and response type from the “My Apps” page for registered
apps.

Success! The API will return an AUTH code, which is then used to request an access token and a refresh token using the
“Request Access Tokens” service.

Note: The Sandbox endpoint and scope values for the Authorize API are listed in the example below

Sample request in cURL:

curl --request GET \

--url 'https://sandbox-open-api.bmo.com/open-banking/commercial-sb/oauth20/authorize?client_id=dfb7dc91-
f4d8-4e79-8cd7-
80fb2ed93741&redirect_uri=https%3A%2F%2Fdeveloper.bmo.com%2Fapi%2Fcommercial%2Fcallback&state=

7654321&scope=openid%20ReadBalances%20ReadAccountsBasic%20ReadTransactionsBasic&response_typ

e=code'\
--header 'accept: application/json' \

--header 'content-type: application/x-www-form-urlencoded’

Sample response in cURL (authorization code):

BV-AaMNbIf5txL5B
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Authorize - Request Access Tokens

Next, let’s use the returned authorization code and use it to request or refresh access tokens from the “Request Access
Tokens” service.

1. Call the Get /oauth20/token operation.

2. Include your application’s grant type from the previous call.

Success! The API will return your access token and a refresh token. The access token has a lifespan of 24 hours in the sandbox
environment and 15 minutes in the production environment.

When your access token expires, you can generate a new one by calling the /token endpoint with your refresh token. The
refresh token expires after one week in the sandbox environment and one month in the production environment.

Note: The sandbox endpoint for the Token API is shown in the example below.
Sample request in cURL:
curl --request POST \

--url https://sandbox-open-api.bmo.com/open-banking/commercial-sb/oauth20/token \

--header 'accept: application/json’ \

--header ‘content-type: application/x-www-form-urlencoded' \

--data 'grant_type=authorization_code&client_id=dfb7dc91-f4d8-4e79-8cd7-
80fb2ed93741&client_secret=tI3f\W5aS7eD5pK1hT3fJ8sD6UA1sD8gN6ILASTAmMC4iY 2rA8vD&code=zSrOcWxyl4mzvggvpQ
wQKWbQyQLeplsSMLrgJ88Cmpe&redirect_uri=https://developer.bmo.com/api/commercial/callback’

Sample response in cURL (access token):

"token_type": "bearer",
"access_token™: "6304122991686819",
"expires_in": 80687167,

"scope": "ladgo”,
"refresh_token": "93057828e3b6eleca7ece75941e36¢f3b5b934bc721ad750f48e43ce6aa92763"
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Image Retrieval APIs

With the same Access Token generated on the Sandbox tab and the API Key from My Apps, let’s request some sample cheque
images using the Image Retrieval APIs.
Here are the available operations in the Image Retrieval APIs:

GET /accounts/transaction-images-accounts Search for Accounts
POST /accounts/{accountld}/transaction-images/get Search for Images
GET /accounts/{accountld}/transaction-images/{imageld} Retrieve Images

Image Retrieval - Search for Accounts

Let’s start by requesting a list of all eligible accounts:

1. Call the GET /accounts/transaction-images-accounts operation.
Note: You may include optional parameters in the header.

Success! The API will return all accounts set up for the “Cheque Imaging” (CA) or “Check Imaging” (U.S.) service. The client
application must remember the returned accountld in order to use it in subsequent calls to search and retrieve images.

Sample request in cURL:

curl --request GET \

--url https://sandbox-open-api.omo.com/open-banking/commercial-sb/accounts/transaction-images-accounts \

--header 'accept: application/json' \

--header 'authorization: Bearer eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCIsimtpZCl6lm9wZW5hcGktandOLWtleS1wdWJs
aWMifQ.eyJpZC10eXBlljoiTOXCQIilsInVzZXItaWQiOil1IMDAzMDAzN19TaXZhRUZUMylsImp0aSI611Z0eHIENDZad0dZ Tk
XGQ2I5RmJobClIsInN1Yil6ljuwMDMwMDM3X1NpdmFFRIQzQEIMQKIILCIpY XQIOjE2MzAzNzYzNDUsIMmV4cCI6MTYz
MDM3NzUONSwic2NvcGUiOiJveGVuaWQgRmIuYW5jaWFsSW5mb3JtYXRpb24gSXRIbUItYWdlliwiaXNzljoiaHROcHM6
Ly9veGVULWFwaS1kzXYuYmlvZ2MubmVOliwiY XVkljoiODIKNWExZDMtNzVkOSOOMjM1LTg5MmMEINTFIOGUWNmMEO
MWQxIn0.MkiQLsJHCI3ouhnJRwtTEnyLOMalDjfnb0y9vWMOPLLkiK8jJMKkFGV440Ct4ZZ0OikHpm54oM4fetsNTMInaX186
K2i_uKSDIfOmEA5j1Ky3iLMz3DzpuGttY Oh-GXYstIX4bfV2ciCj6r3agmRh0-OK5VWLIKNHOMQCPVCWRWI1FiJwtIVkpHw1
2NaSllpeJhATEaC9d-0O5f32W4W_sLJznrZN6Q1kOKUGEPEK-Q9mp6PNnjYcCTN7X_nxJ6KNdEd_o_siljgHFP4zZ_alwg

bIRfuSE_uwNvProFVG2RcFhJI007Imeo8wSTgm9uK12DIvsN29rZWcYVkVETtIQtrbDw' \
--header ‘content-type: application/json' \
--header 'x-api-key: f0d50133e06e3eech867a6a4b3c6ffad’ \
--header 'x-client-id: 5728470260776960' \

--header 'x-fapi-customer-ip-address: 43.213.52.60' \

--header 'x-fapi-customer-last-logged-time: Ziegler' \

--header 'x-fapi-customer-user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chro
me/51.0.2704.103 Safari/537.36"' \

--header 'x-fapi-interaction-id: 458138599817216'
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Sample response in cURL:

{
"statusCode": 200,

"body": {
"accounts": [
{

"depositAccount™: {
"nickname": "KLAIQTSFMG OLET IQ NSXLTA NDS JOA",
"accountld": "8398198bd29c0c35bd0c1c0c5e65acbd79861e32",
"description": "KLAIQTSFMG OLET 1Q NSXLTA NDS JOA",
"currency": "CAD",
"accountNumber": "00011230055",
"accountType": "DDA"

"page”: {
"total": 1

Image Retrieval - Search for Images

Next, let’s look at the “Search for Images” operation. Using the accountld from the “Search for Accounts” operation, this API
call returns a list of available images for the account. You can search by account number, date range, amount and item type.

1. Call the POST /accounts/{accountld}/transaction-images/get operation and use the accountld received in
the response to your prior “Search For Accounts” call.

Note: As an added level of security, “accountld” is different from your account number and will only be
available for accounts that have been entitled as part of the OAuth 2.0 flow.

Success! The API will return a list of up to 1000 images that match your search. Then pick the imageld of those you want to
download in TIFF format.
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Sample request in cURL:

curl --request POST \

--url https://sandbox-open-api.omo.com/open-banking/commercial-sb/accounts/8398198bd29c0c35bd0c1cOc5e65achd79
861e32/transaction-images/get \

--header 'accept: application/json' \

--header ‘authorization: Bearer eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVClIsimtpZCl6Im9wZW5hcGktandOLWtleS1wdWJsa
WMifQ.eyJpZC10eXBIljoiTOxCQIilsInVzZXItaWQiOilLIMDAzMDAzN19TaXZhRUZUMylsImp0aSI611Z0eHIENDZad0dZTkxG
Q2I5RmMJobClsINN1Yil6[jUwMDMwMDM3X1NpdmFFRIQzQEIMQKIILCIpYXQiOjE2MzAZNzYzNDUsIMV4cCI6MTYzMDM
3NzUONSwic2NvcGUiOiJveGVuaWQgRmIuYW5jaWFsSW5mb3JtY XRpb24gSXRIbUItYWdlliwiaXNzljoiaHROcHM6LY9vc G
VuLWFwaS1kZXYuYmlvZ2MubmVOliwiYXVkljoiODIJKNWEXZDMtNzVKOSOOMjM1LTg5MmMEINTFIOGUWNmMEOMWQXxINnO.
MkiQLsJHCI3ouhnJRWtTEnyLOMalDjfnb0yOvWMOPLLkiK8jJMKFGV440Ct4ZZ0ikHpm54oM4fetsNTMInaXI86K2i_uKSDIf
OmMEADS5j1Ky3iLMz3DzpuGttYOh-GXYstIX4bfV2ciCjer3gmRh0-OK5vWLIKNHOMQCPVCWRWI1FiJwtIVkpHw12NaSIipeJhA
TEaC9d-05f32W4W_sLJIznrZN6Q1kOKUGEPEK-QImMp6PNjYcCTN7X_nxJ6KNdEd_o_siljgHFP4zZ_alwgblRfuSE_uwNvP
roFVG2RcFhJI007Imeo8wSTgm9uK12DIvsN29rZWcYVKVETtQtrbDw' \

--header 'content-type: application/json' \

--header 'x-api-key: f0d50133e06e3eech867a6a4b3c6ffasd’ \

--header 'x-client-id: 8464438457794560' \

--header 'x-fapi-customer-ip-address: 20.78.40.108' \

--header 'x-fapi-customer-last-logged-time: Pettini' \

--header 'x-fapi-customer-user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
/51.0.2704.103 Safari/537.36' \

--header 'x-fapi-interaction-id: 2944770735341568' \

m

--data "{SearchTransactionimagesRequest: {"itemIndicator": "ucaluw","itemSequenceNumber": "8820591136079872","ite
mAmount": "3493329056563200","routingTransitNumber": "7831695631843328","dateRange": { "startDate": "6/22/2029",
"endDate": "12/7/2107"},"itemAmountRange": { "lowAmount": "2107746451193856", "highAmount": "5436209086070784"}

,"itemimageNumberRange": { "lowNumber": "8788851724124160", "highNumber": "6006134011854848"}\r\n}}"
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Sample response in cURL:

"statusCode": 200,
"body": {
"transactions™: [
{
"transactionimages": {
"imagesMetadata": [
{
"processedDate": "20140721",
"itemIndicator": "deposit",
“"imageSiteld": "MA==",
"imageld": "QUXMMRMxMDIWEzIWMTQWNZzIXEzAXMDA1MDAXMTAWMDIzZNBMzMTExXMDAXN]jlzEOKTWRMyMD
EOMDcyMiAxMjo0OTozNzs0",
"itemSequenceNumber": "3111001626",
"itemAmount": "12.35",
"itemDate": "20140721",
"routingTransitNumber": "50001999"

"page™: {
"total": 1

Image Retrieval - Retrieve Images

Finally, let’s get the images with the “Retrieve Images” operation. As per FDX standard, each API call can retrieve one
cheque which includes front and back images in TIFF format.

1. Call the GET /accounts/{accountid}/transaction-images/{imageld} operation.

2. Include the accountld and imageld from your prior “Search for Accounts” and “Search for Images” calls.

Success! The API will return the front and back images of the corresponding cheque.
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Sample request in cURL:

curl --request GET \

--url 'https://sandbox-open-api.bomo.com/open-banking/commercial-sb/accounts/8398198bd29c0c35bd0c1cOc5e65achd79
861e32/transaction-images/ QUXMMRMXMDIWEzIWMTQwWNzIXEzAXMDA1MDAXMTAwWMDIzZNBMzMTEXMDAXN]jIZEOKTWR
MyMDEOMDcyMiAxMjoOOTozNzs0?itemIndicator=123" \

--header 'accept: application/json' \

--header 'authorization: Bearer eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCIsimtpZCl6Im9wZW5hcGktandOLWtleS1wdWJsa
WMifQ.eyJpZC10eXBlljoiTOXCQilsInVzZX1taWQiOilLMDAzZMDAzN19TaXZhRUZUMylsImp0aSI611Z0eHIENDZad0dZTkxG
Q2I5RmJobClIsInN1Yil6[jlUwMDMwMDM3X1NpdmFFRIQzQEIMQKIILCIpY XQIOjE2MzAzNzYzNDUsImV4cCI6MTYzMDM
3NzUONSwic2NveGUiOiJveGVuaWQgRmIuYW5jaWFsSW5mb3JtY XRpb24gSXRIbUltYWdlliwiaXNzljoiaHROcHM6LY9ve G
VuLWFwaS1kZXYuYmlvZ2MubmVOliwiY XVkljoiODIKNWExZDMtNzVkOSO00OMjM1LTg5MmEINTFIOGUWNmMEOMWQXInO.
MkiQLsJHCI3ouhnJRwtTEnyLOMalDjfnb0y9vWMOPLLKiIK8jJMkFGV440Ct4Z2Z0OikHpm54oM4fetsNTMInaX186K2i_uKSDIfO

MEAS5j1Ky3iLMz3DzpuGttY0Oh-GXYstIX4bfV2ciCj6r3agmRh0-OK5vWLIKNHOMQCPVCWRWI1FiJwtJVkpHW12NaSllpeJhATE
aC9d-0O5f32W4AW_sLJIznrZN6Q1kOKUGEPEK-Q9mMp6PNjYCCTN7X_nxJ6KNdEd_o_siljgHFP4zZ alwgblRfuSE_uwNvPro
FVG2RcFhJI007Imeo8wSTgm9uK12DIvsN29rZWcYVkVETtIQtrbDw' \

--header 'content-type: application/json' \

--header 'x-api-key: f0d50133e06e3eech867a6a4b3c6ffad’ \

--header 'x-client-id: 8340585817571328' \

--header 'x-fapi-customer-ip-address: 112.21.118.116' \

--header 'x-fapi-customer-last-logged-time: Bravo' \

--header 'x-fapi-customer-user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
51.0.2704.103 Safari/537.36' \

--header 'x-fapi-interaction-id: 5236672910327808'
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Encryption API

Sample response in cURL:

{
"statusCode": 200,

"body": {
"transactionimages": {
"images”: [
{
"imageFormat": O,
"imageld": "123456789",
"imageSegment": "/9j/4AAAQSkZJRgABAQEAYABgAAD/4RDcRXhpZgAATUOAKgAAAAGABAETA
AIAAAAGAAAISOodpAAQAAAABAAAIUJYdAAEAAAAMAAAQYKKKKAP/2Q==",

"cid"; "img0-1"

"fiAttributes": [
{

"name": "itemType",

"value": "deposits”

Encryption - Get Encryption Key

With the Access Token generated from the Sandbox tab and the API Key found in My Apps, we’ll request an encryption key.

1. Call the POST/issued-device-administration/client-data-encryption-key/get operation.

2. Include the Financial ID, Request ID, App Catalogue ID in the headers. All other parameters are optional.

Success! The API will return an encryption key which we’ll then use to protect information.

Note: Each encryption key has a set expiry date but can be used for multiple requests until this time.
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Sample request in cURL:

curl --request POST \

--url https://sandbox-open-api.omo.com/open-banking/commercial-sb/issued-device-
administration/client-data-encryption-key/get \

--header 'accept: application/json’ \

--header 'authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5cCI61kpXVClsimtpZCl6Im9wZW5hcGktandOLWtleS1wdWJsaWMifQ.e
yJpZC10eXBlljoiTOXCQIilsInVzZXItaWQiOilLMDAzMDAzN19TaXZhRUZUMylsImp0aSI6l1VVUzR2
NHFJLUJInd2JvOEIETXp6cCIsINN1Yil6jUwMDMwMDM3X1NpdmFFRIQzQEIMQKIILCIpYXQIOj
E2NTM1NzQ3NTEsSIMV4cCI6MTY 1MzU3NTk1MSwic2NvcGUIOiJveGVuaWQgRmIuYW5jaWFsS
W5mb3JtYXRpb24gSXRIbUItYWdIIEFjY291bnRWYWxpZGF0aW9uliwiaXNzljoiaHROcHM6Ly9vc
GVULWFwaS1kZXYuYmivZ2MubmVOliwiYXVKkljoiZGZIN2RjOTEtZjRkOCO00ZTc5LThjZDctODBm
YjJIZDkzNzQxInO0.fGrrqid1wpQEn-
U3JIN7YGsUiuQNdVzghjwd_x1Vi7Zk2ATiWO0dIAdy3ztwy2JpDDLnuZWudVSuL_iRBXoMa40OmCk
21KKcMoPm5DIWumueahQOe-FzSkKhgBtAwjjSzsvhYtz_TgCxdGL-
tFSvzhiFIHjuUi5FNCdigUgE9b1010u7hdkOtIm8KkINQtrOFFFNXWq-Fqi8-
rs65ZFF6Nol1rdVzDuuK7HWU49cPHCSALF56XeNdaW3bjah6a6B65korcG4Q-
00xcrOUJjKjbguVmnl1AutDKbNzhNoNzpfzu3JUJthcOJ_0sGRLkwwzIAIHMrEGWTXCXDpMIF9be
6vigMw' \

--header 'content-type: application/json' \

--header 'x-api-key: 43f1063ac95256d641afodfd72f4a9ef" \

--header 'x-app-cat-id: 7389340179103744"'\

--header 'x-client-id: 3990422202351616'\

--header 'x-fapi-customer-ip-address: 34.195.6.188"' \

--header 'x-fapi-customer-last-logged-time: Chiaramonti' \

--header 'x-fapi-customer-user-agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36" \

--header 'x-fapi-financial-id: 4097426665242624' \

--header 'x-fapi-interaction-id: 2825123790848 \

--header 'x-request-id: 7489175641128960" \

--data "{body: {\n\n "originatorData": {\r\n  "applicationCatalogueld": "149383003766784" \r\n
"country": "South Korea"\r\n "locationld": "4150021465309184"\r\n  "locationType":
"tamahi"\r\n "channel": "vaatufo"\r\n  "employeeUserld": "Andrew"\r\n }\r\n "keyAlias":
"nedug”,\r\n "resourceName": "Elnora Hines"\r\n}}"
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Account Validation API

Sample response in CURL:

{

"result": {

"status": "Success",

"messages”: [

"Encryption key successfully retrieved"

]

h
"key": {

"keyid": "1234abcd-12ab-34cd-56ef-1234567890ab",

"pemContent"; "-----BEGIN PUBLIC KEY
\nMIICIjJANBgkghkiGOWOBAQEFAAOCAg8AMIICCgKCAgEAVEVNVRtDFe+u46M9qCQe\n6J9t8S
PAHrDmBSamqLO+FsSENg7Dw+elLpTEOIPKKQ/5gHgiacLoBnZ2kbyFfAp3PJ\nkTAWK08Las91g5e
192/NWwSVgWQt68WQKDFeUICEps//BEqqS7kHKG307S0gzX3w\nixXWtMwBHt6SuSowl87WdFQ
w5TG2hYBXRTKV5SpuAsAfH441AIErpCknMCo6ktqcZ\nwNBOo0Zd5Q80yEbUca8RAWYDgMAFp
grC7g++hBcRWOFvJeR6Y QfXeBkbofwNxhSO0O\n+T9TH/BYOVw707RHFcLfrar3dmw3XuzbJVOY/
Yh1ld5wnROeKWvU+D4GrAnz8M3+\nZqP8P1rh+7d7zVITunlwfzrgO5LIOXL49rFX25W/0Y2HxeKz
VAMws8JiePzZWHB8Y J\nxA9U2n0suwxVRIIEYBNj52JbNIpZdn270+3j7+4JPvSsZdi8+ebR1ht1tKXuz
j4n\nTbUaPf1dmQCO0aJ3wSWdaLCQjG2ThLbXQB+CPMceS1zNBxzalalZNmtaWgY/L9cog\ntQ1
9ujCxvBX+kO0vgelDLhSTIfZIqIw/j3USN8H7HONIObbZBQSPGYXxWdAPbTbtfM\nma4fz2/cfPyHAgO
KvnéWevqsv+LUyiig5f0Dt/4FQXfvik1I+RMVpet6iJEHB4B+\nSa548xYgAFGNCR8ZSHxmsv8CAw
EAAQ==\n

"keyType": "ENCRYPT_DECRYPT",
"encryptionAlgorithm™: "RSAES_OAEP_SHA 256",
"timeToLive": ™

}

}

Account Validation - Validate Accounts

With the Access Token generated from the Sandbox tab, the API Key found in My Apps and the Encryption Key generated in the
previous call, let’s look at how verifying account ownership works.

1. Call the POST /accounts/validate operation.

2. Include your Access Token, API Key and Encryption Key from your previous call in the headers.

Success! The API will return Owner Match scores and risk levels for up to 100 U.S. accounts per call. There’s no limit to the calls you
can submit or how many details you want us to check. You can choose to check account ownership, risk level or both.

Note: Currently, our Account Validation API only supports U.S. savings and deposit accounts.
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Sample request in cURL:

curl --request POST \

--url https://sandbox-open-api.omo.com/open-banking/commercial-sb/accounts/validate/get \

--header 'accept: application/json' \

--header 'authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCIsimtpZCl6Im9wZW5hcGktandOLWtleS1wdWJIsaWMifQ.
eyJpZC10eXBlljoiTOXCQIilsinVzZXItaWQiOilLMDAzMDAzN19TaXZhRUZUMylsImpOaSI6ImpPY
UF4AM1Y4U3dwUWhPMHBLZzIQeCIsInN1Yil6ljUwMDMwMDM3X1NpdmFFRIQzQE9IMQKIILCJIp
YXQIOJE2NTM2NjA2NzEsImV4cCIEMTY1MzY2MTg3MSwic2NveGUiOiJveGVuaWQgRmluYWS5j
aWFsSW5mb3JtYXRpb24gSXRIbUItYWdIIEFjY291bnRWYWxpZGF0aW9uliwiaXNzljoiaHROcH
M6LYy9vcGVULWFwaS1kZXYuYmlvZ2MubmVOliwiY XVKIjoiZGZiIN2RjOTEtZjRkOC00ZTc5LThjZ
DctODBmMYjJIZDkzNzQxIn0.IKMebyesawPsPA-VJ3-cKkkf4d6T2iS-
BkNuJWAeismi3JKbgWOOFTde_nFSZUrtldZQywb1ZCslczpGpxM8nU33MILOOQUNOFAIYIGXAOD
edmwBZKSFfiBDrMHTg3WCGr3K7iRhqGGcTvF43mNzVASAgTtgOGVBNtT3gARKIWO04TRFuU2
FYTzD_z630yFg0fX0ycAXQLPzA vBt7MhmwVehPpa6HRHMK?7_Y-
uP71PJc_ZbfYjbqVcXAgDEKQj8Dhul6C5UueAXAd7OGFY6PRSO00RoxkZaE3E-
F8I3BFWwWKOVUKNA2yPPA2TVj-ynQP_090bMyXcszVA1CJIGroxacF6A" \

--header 'content-type: application/json’ \

--header 'x-api-key: 971b8203fc975430e12d6dba07c6309d" \

--header 'x-crypto-key:
1.DtoAPJZ365M1iohLo4tQ3jNgrdlOQy1XysULVEAghNIVFw46DU8sDnkyjQTRgfXoHgbKENa8z
ulJO1nkALjTNGOjw5ekA02iVo5jkRAU/CYnitTQ3fMLYV2tMUjW/NyKyJtkPT+aHdV90Zfu9lP195X/
0J0d8YUWKzhxlILvt2leEev7fICTaaLKCKtetSw4EqhgzAMo2Lz/zZN6Zi1lIXAYGYRWzmCO4wRh
A+UeDnl1zwRJE+EIgu27+0+0S0/JIPhFdcoXaXqZNzhSIMho2n5FervW+cJfK28HvCCOkYD2EQ3
8d2wCK3Mr5tNUt8wyON7Lm/e6tj7yf4ABHhP2l1zrw==.PIZLLdB6uTDPOInlgaveZTIXwNEnVqPiff
QdalY717c=.eYb30Gy6ysZcqiuSSI5iXg=="\

--data "'{body:
{"validateStatus":false,"validateOwnership":false,"accounts":[{"routingTransitNumber":"57697235
97815808","accountNumber":"G9r1ukPIOPA//VEpO09DSHvO87musi/mp6oDPPVzFWoP8rzjkt55n
bw==","amount":97.86073808,"checkNumber":"5686992031449088","processControlTranCode":
"jekul","owner":{"name":{"first":"Brent","middle":"2865976934662144" "last":"Montanari","prefix":"
Miss","suffix":"zunfeki"},"businessName":"467-48-
5067","address":{"linel":"kaoz","line2":"onazo","city":"Zolukum","state":"MN","postalCode":"V5N
416"},"homePhone":"(520) 633-5897","workPhone":"(984) 810-

3495" "taxld":"7","dateOfBirth":"4","additionalldentification":{"placeOflssuance":"vila","government
Id":"2","governmentldType":"9"}}}}™
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Sample Response in CURL:

{

"results": [

"statusValidationResult": {
"status": "Success",
b
"ownershipValidationResult": {
"nameMatch": "Y",
"firstNameMatch": "Y",
"middleNameMatch": "Y",
"lastNameMatch": "Y",
"businessNameMatch": "Y",
"nameSuffixMatch": "U",
"namePrfixMatch": "U",
"addressMatch": "Y",
"cityMatch"; "Y",
"stateMatch": "Y",
"postalCodeMatch": "Y",
"homePhoneMatch": "Y",
"workPhoneMatch": "Y",
"taxldMatch": "Y",
"dateOfBirthMatch": "Y",
"governmentldTypeMatch™: "Y",
"governmentldMatch"; "Y",
"governmentldStateMatch": "Y",
"overallMatchScore": 100

}

routingTransitNumber": "222222",

"accountNumber": "XxXXXXXXENCRYPTEDXxxxxxX",
"accountRisk": "LOW"
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What's next

Once you've completed testing and your application is ready to go live, you can request production environment access.

Simply click on Contact Us and select Launch my application to get started.
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